BO CONGAN CONG HOA XA HOQI CHU NGHIA VIET NAM
CONG AN TINH NINH BiNH Doc lap - Tu do - Hanh phuc

Sé: 699 ICAT-ANM Ninh Binh, ngay 30 thang 12 ndm 2025

V/v phong ngira va diu tranh véi
t0i pham xam nhap hé thong camera
giam sat, danh cap dir liéu ca nhan

Kinh guri: i
- Céc S&, ban, nganh, doan thé;
- UBND céc x3, phuong.

Trong thoi gian qua, cling véi su phét trién ctia khoa hoc, cong nghé va qua
trinh chuyén d6i sb, hé thong camera giam sat duoc lap dat va sir dung ngay cang
pho bién tai cac ho gia dinh, co quan, don vi, doanh nghiép, trudng hoc va khu
dan cu. Viéc trién khai hé thong camera giam sat da gép phan tich cuc trong cong
tdc bao dam an ninh trat tu, phong ngura, dau tranh véi cac loai toi pham; d(‘")ng
thoi hé tro hidu qua cho cong tac quan 1y, giam sat va bao vé tai san ctia nhan dan.

Tuy nhién, bén canh nhiing lgi ich néu trén, thuc té cho théy viéc quan ly, sir
dung hé théng camera giam sat tai mat s6 co quan, don vi, doanh nghiép va ho gia
dinh con t6n tai nhiéu so hd, tiém 4n nguy co mét an toan thong tin. Mot sb truong
hop khong thay d6i mat khau méc dinh, khong cép nhat phdn mém bao mat, sir dung
thiét bi khong rd ngudn gde hodc két ndi camera truc tiép v6i mang Internet ma
khong c6 bién phép bao vé phi hop. Pay 1a nhitng nguyén nhan chi yéu dé cac ddi
tuong t0i pham céng nghé cao lgi dung, tan céng xam nhap hé thdng camera, danh
cap dit liéu ca nhan va x4m pham quyén riéng tu clia c4 nhan.

Céc dbi tuong thudng sir dung thi doan do quét mat khau, khai thac 16 hong
bao mat trong phin mém diéu khién camera hodc gia mao cac ung dung, duong
link quan ly dé chiém doat tai khoan dang nhap cua nguoi s dung. Sau khi xam
nhap, d6i twong co thé theo dai hinh anh, 4m thanh tir xa, thu thap thong tin doi
séng sinh hoat, tham chi ghi lai cac hinh anh, video riéng tu, nhay cam nham muc
dich rao ban cong khai trén cac nén tang xuyén bién gidi (X/Twitter, Telegram)
hoic c4c dién dan “ngam”; tong tién...

Dé chu dong phong ngira, ngan chdn cac hanh vi xam nhép trai phép hé
thong camera giam sat, danh cap dir liéu c4 nhan, Céng an tinh Ninh Binh dé nghi
céc don vi phoi hop véi céc co quan truyén thong dia phuong t6 chirc tuyén truyén
sdu rong dén quan ching nhan dan vé nguy co mat an toan thong tin tir camera
giam sat. Trong d6, khuyén cdo nguoi dan va doanh nghiép:
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- Bit budc thay ddi mat khau mic dinh khi lép dat va stir dung camera giam
sat; sir dung mat khau c6 d6 an toan cao.

- Thudng xuyén cap nhat phdn mém (firmware) theo huéng dan cta nha
san xudt; han ché viéc mé quyén truy cap truc tiép tir Internet; Iuva chon thiét bi
camera c6 nguon gdc, xuat x{r 16 rang, bao dam tiéu chuén k¥ thuat va an toan
thong tin theo quy dinh.

- Khéng lap dat camera tai cdc khu vuc nhay cam (phong ngu, phong thay
dd...) néu khong thuc sy can thiét; hodc st dung chirc nang che chén vat ly khi
khong str dung.

- Quan ly chat ché tai khoan truy cap h¢ théng camera; khong cai dat, su
dung céc phan mém, tng dung quan ly camera khong rd ngudn goc. Bat ché do
xac thuc 2 16p (2FA) néu thiét bi c6 hd tro.

Qua trinh quan ly, str dung hé thong camera gidm sat, néu phat hién céc dau
hiéu bj xam nhap, chiém quyén diéu khién hé thong camera gi4m sat hoc bj doi
tuong st dung hinh anh, clip de doa, téng tién lién hé ngay Co quan Cong an noi
gan nhét dé kip thoi xdc minh, xur ly./.G&
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. S Khoa hoc va Cong nghé
. S& NGi vu

. S& Tu phap

. S& Tai chinh

.S&Y té

. S6 Cong Thuong

. S¢ Xay dung

. 8¢ Vin héa va Thé thao

. S& Du lich
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10. S& Nong nghiép va Moi truong
11. Sé Giao duc va Dao tao

12. Van phong Uy ban nhan tinh
13. Dai Phat thanh va Truyén hinh tinh
14. Béo hiém x3 hoi

15. Bién luc NB

16. Thué tinh

17. Toa an nhan dan tinh

18. Vién kiém sat tinh

19. Thanh tra tinh

20. Ngén hang Nha nudc khu vuc 7
21. 129 UBND x4, phudng
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